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SURVIVING AN SEC INSPECTION

Prepared by Richard D. Marshall, Esq.

Kirkpatrick & Lockhart LLP

New York, NY

OVERVIEW OF SEC INSPECTIONS 

Road Map of an SEC Inspection 

The SEC’s Power to Conduct Inspections

The SEC’s ability to conduct inspections arises from the intersection of two separate powers: (1) the power to require registrants to create and to keep certain records relating to their business and (2) the power to conduct searches (or inspections) of those records without obtaining a search warrant.

With respect to the record-keeping requirements, the Investment Company Act of 1940, as amended (“Investment Company Act”), and the Investment Advisers Act of 1940, as amended (“Advisers Act”), authorize the SEC to require registered investment companies and advisers to maintain certain records and to make those records available to the SEC for inspection.1 The SEC has specified numerous documents that investment companies2 and advisers3 are required to keep and to make available to the SEC staff.

With respect to warrantless searches, the Supreme Court generally has permitted an agency to exercise broad inspection powers over an industry that historically has been subject to pervasive regulation, provided that the inspection powers are appropriately defined and are necessary to protect the public.4 It would appear that investment companies and advisers are thus subject to the SEC’s sweeping inspection powers.5 Thus, the SEC can bring an enforcement action immediately to prevent a registered adviser from obstructing its inspection powers.6

Who Conducts the Inspection

SEC inspections are, for the most part, conducted by the personnel in the SEC's regional offices. A few personnel in Washington also conduct or assist with inspections. Most SEC inspectors are not attorneys or accountants; they have general training or experience in the securities industry. (SEC personnel who conduct investigations, on the other hand, are usually attorneys.)

How the SEC Targets Advisers for Inspection

Before the SEC inspection staff ever contacts a registrant, they generally gather background information about it. This includes a review of information in the registrant's filings with the SEC (such as the adviser's Form ADV and registration statements for investment companies), prior enforcement proceedings against the registrant and its personnel, press reports about the registrant, prior inspections reports on the registrant, and information obtained from complainants, informants, or other regulators.

SEC inspections are either "routine" or "for cause." Cause inspections occur because the SEC is concerned that violations of law may be occurring or because it seeks to gather information about an industry practice. Routine inspections are conducted as part of a regular inspection cycle whose mission is to inspect all registrants, or a designated category of registrants, on a regular basis. In general, routine inspections are less likely to lead to enforcement cases than for cause inspections because, in a routine inspection, the SEC staff begins the inspection without a special focus or concern. 

“Smart Examinations”

In recent years, the SEC has characterized its examinations as “smart.” According to the Director of the SEC’s Office of Compliance Inspections and Examinations (“OCIE”), smart examinations have two characteristics. First, their “goal is to focus [the SEC’s] attention on the firms which need it the most – which [are] those firms presenting the most risk to investors.”7 Second, “the scope of an examination is highly variable, and largely depends on the examiner’s professional judgment of the adviser’s own internal controls.” 8

This focus on compliance procedures has several consequences in planning for an SEC inspection. First, it is more important than ever to plan ahead for the inspection by developing effective compliance procedures. Second, the SEC now routinely requests internal audit reports and reports of internal investigations. If an adviser wishes to protect these documents from disclosure to the SEC, it is important to structure the reports at the outset so that they can be protected by the attorney-client privilege. Third, the SEC now routinely reviews the adequacy of an adviser’s responses to previously detected compliance deficiencies. Accordingly, it is important for an adviser to review any detected problems carefully and to make an informed decision concerning the appropriate response. Senior SEC staff have also indicated that an enforcement action is less likely if the adviser reports serious compliance deficiencies to the SEC. While this recommendation is controversial, consideration should be given to reporting violations to the SEC in appropriate cases.

“Sweeps”

The SEC has disclosed several recent sweep inspections targeted to specific areas: soft dollars, performance advertising, fair value pricing, and mutual fund supermarkets. Other sweeps have received less public attention and have not been disclosed by the SEC. Sweep inspections are targeted to a particular subject and generally involve the commitment of significant resources by the SEC. Often, these inspections are closely coordinated so that, for example, both soft dollar brokers and advisers are examined simultaneously. Frequently, sweep examinations are conducted in cooperation with the Division of Enforcement, making an enforcement referral more likely.

When an adviser is the subject of a sweep examination, the inspection should be treated as a serious matter, with a high likelihood of an enforcement referral if problems are detected. Accordingly, extra care should be devoted to controlling the inspection process and to effective advocacy of the adviser’s case to the inspection staff.

How the SEC Conducts Inspections

An SEC inspection can begin either with a surprise visit or telephone call from the SEC staff or a letter requesting that certain documents be ready for inspection on a particular date. The SEC is not required to give a registrant advance notice of an inspection, although it frequently does so.

In the event the staff gives advance notice it generally identifies a date known as the inspection date. This is a date that has been selected, frequently at random by the SEC staff, as the date when a broad array of records will be reviewed. The SEC's inspection will report primarily on the activities of the firm on the inspection date.

The inspection is conducted at the registrant's offices and the SEC staff's offices. At the registrant, the SEC reviews the records requested and typically questions the registrant's personnel about them. The SEC continues its inspection in its offices, reviewing the information it gathered during its on-site visit to the registrant. Sometimes, weeks and even months can pass before the SEC finishes the inspection. Frequently, the SEC will ask the registrant for additional information many weeks after it has left the registrant's offices.

The specific steps the SEC takes to conduct an inspection are set forth in its Examination Manuals, which are publicly available through a request under the Freedom of Information Act ("FOIA") and have been widely reprinted.9 These manuals are over ten years old, however, and do not necessarily reflect current SEC inspection techniques. In general, SEC inspections use sampling techniques similar to those employed by accountants. An inspection tests for compliance with the federal securities laws.

Possible Outcomes of an Inspection

Most SEC inspections do not result in enforcement actions. In recent years, inspections of investment advisers and investment companies have had the following dispositions:10

  Investment Advisers

 Investment Companies

Deficiency Letter 85%  82% 

Enforcement Referral 5% 5% 

No Action 6% 12% 

Other 4% 1% 

There are several possible outcomes of an SEC inspection. These are, in increasing order of seriousness: (1) no further action; (2) an oral notice of deficiencies; (3) a deficiency letter; (4) an office reprimand from the SEC staff; or (5) a referral to the SEC enforcement staff.

Sometimes, the SEC staff will comment on supposed violations of law during the inspection. While it is important to respond to these comments, they may not reflect the views of the senior staff who are supervising the inspection. It is not uncommon for junior SEC staff members to conclude during their field work that violations of law have occurred, only to have their supervisors reverse these determinations. The converse is also true. Sometimes, junior SEC staff members will leave a registrant believing that no violations were detected, only to have their supervisors determine that violations are indeed present.

If minor violations are detected after the inspection is completed, senior SEC staff may discuss these violations orally with the registrant and ask that they be corrected. Normally, if the registrant agrees orally to correct these minor problems, no further action by the SEC results.

If more serious violations are detected, the SEC typically sends what is called a deficiency letter to the registrant. This letter sets forth the violations the SEC inspection staff found during the inspection and requests that the registrant take action to correct the problems and to confirm to the SEC in writing that corrective action has been taken. A deficiency letter is usually sent if the SEC staff has determined not to refer the matter to its enforcement attorneys. In some instances, however, the SEC staff may send a deficiency letter and refer a matter to its enforcement attorneys. The SEC saves all deficiency letters and the responses to them and reviews these letters before its next inspection of the registrant. A registrant is not required to acquiesce in every conclusion in the SEC's deficiency letter. Frequently, registrants engage in lengthy debate with the SEC staff about the supposed violations and an appropriate response.

Occasionally, the SEC will conclude that deficiencies are serious, but not quite serious enough to warrant referral to the SEC's enforcement attorneys. In this case, the SEC staff may ask the registrant to visit the SEC's offices where the SEC will emphasize that it found serious violations and is concerned about the registrant's operations. Such meetings are almost always coupled with a deficiency letter.

Finally, if serious violations are uncovered during the inspection, the inspection staff may refer the matter to the SEC's enforcement attorneys. It is important to understand that SEC inspectors are not trained to conduct SEC investigations and do not do so. SEC investigations are conducted by separate groups of attorneys. Once an inspection has led to an enforcement referral, the registrant will typically be contacted by the SEC enforcement staff. At this stage, the rules discussed herein for surviving an SEC inspection do not apply.

A Registrant's Rights During an Inspection

Many of the rights citizens normally enjoy in their dealings with the government are unavailable during an SEC inspection. For example, the SEC does not need a search warrant to enter a registrant's offices and inspect required records.11 An individual or sole proprietorship that is registered as an adviser cannot refuse to produce required records based on the Fifth Amendment privilege against self-incrimination.12 In addition, there is probably no right to be represented by counsel during an SEC inspection.13 Finally, the self-evaluative privilege, which protects from disclosure certain information reflecting a critical self-evaluation of problems within a firm, is probably unavailable.14 

There are several rights, however, that registrants can assert during an SEC inspection. First, the Privacy Act of 197415 requires the SEC staff, before it requests information from an individual, to notify the individual of: (1) the authority for requesting the information and whether providing the information is mandatory or voluntary; (2) the purpose for gathering the information; (3) the routine uses to be made of the information; and (4) the effects, if any, of failing to produce the requested information.16 

There are two important consequences of the Privacy Act for registrants. First, that Act prevents the SEC from conducting undercover or sting operations. Anytime the SEC staff requests information from a registrant, it must identify itself and explain its authority for requesting the information. 

Second, the SEC must tell a registrant whether it is gathering information pursuant to its inspection powers or its law enforcement powers. If a law enforcement inquiry is underway, the Privacy Act notice can alert a registrant to this fact so that it can take appropriate steps to protect itself.

Second, the SEC staff cannot mislead a registrant during an inspection. In a leading case where the SEC staff gathered information by pretending to be seeking a general, educational background in industry practices, when in fact an investigation was underway, a Court of Appeals refused to enforce an SEC subpoena prepared based on information gathered during these visits.17 This case suggests that the SEC may later be prevented from prosecuting a registrant if it operates under false pretenses to deceive that registrant during an inspection.

Strategies for Surviving an SEC Inspection

A few simple rules can help a registrant survive an SEC inspection. 

Plan Ahead 

Once the SEC begins an inspection, there is little a registrant can do to prevent the SEC from uncovering violative conduct. Advance planning is the key to surviving an inspection. Particularly valuable is a good compliance program and regular compliance reviews or audits.

First, establish an effective compliance system. The SEC is more likely to institute an enforcement action if it detects violative conduct during an inspection that the registrant failed to correct. Correspondingly, an enforcement action is less likely if the registrant detected and corrected the problem on its own before the SEC arrived.18 The elements of an effective compliance system are discussed below.

Second, observe the record-keeping requirements. Because SEC inspection resources are scarce, inspectors often must rely on a first impression of a registrant based on the appearance of its records to determine whether an intensive inspection of that registrant is warranted. If minor violations of the record-keeping rules are immediate-ly evident or the registrant's records appear to be in disarray, the SEC staff will form an impression that the registrant's business is disorderly. This will usually cause the SEC staff to prolong the inspection and to look more carefully at every area inspected. To the contrary, neat and orderly records can give the SEC staff an immediate sense that the registrant has control of its operations.

Control the Process 

Given the possible serious consequences of an SEC inspection, the SEC staff should not be allowed to wander around a registrant's offices with no controls over their access to information. It is entirely appropriate to designate a contact person to control the inspection. All requests for information from the SEC staff should be directed to this contact person. This person will be responsible for gathering the requested information and submitting it to the SEC. The contact person should review all documents before they are produced to the SEC to ensure that irrelevant or privileged documents are not inadvertently produced. In addition, the contact person should keep a record of all requests by the SEC and of the documents that are produced in response to those requests so that it will be possible to reconstruct the information that was made available to the SEC. In addition, when the SEC requests to interview the registrant's employees, the contact person should arrange these interviews and seek to determine the scope of the proposed interviews. Every person who is interviewed should be prepared as if they were testifying in an SEC investigation. The contact person should be present during the interviews to protect the witnesses' rights, to prevent the disclosure of irrelevant or privileged information, and to take notes so that the registrant will have a record of the substance of the interviews. 

Advocate Your Case 

As noted above, SEC inspectors are not trained to conduct investigations or to prosecute enforcement actions and do not do so. Separate enforcement groups within the SEC perform these functions. A prime goal once the inspection begins should be to advocate the registrant's case to the inspection staff in order to persuade them not to refer the matter to the Division of Enforcement. This can be accomplished in several ways.

First, argue your case to the inspection staff. If the inspection staff indicates during the inspection that violations have been detected, the registrant should promptly explain either why the questioned practices are legal or why they are inadvertent and isolated. Once a registrant receives a deficiency letter, it should promptly contact the inspection staff, either to defend the legality of questioned practices or to emphasize that any violations are unintentional. Effective advocacy to the SEC inspection staff, if done quickly, can forestall a referral to the SEC's enforcement attorneys.

Second, never refuse to produce records that are subject to the SEC's inspection powers. Such conduct frequently leads the inspection staff to refer the matter to the SEC's enforcement attorneys. On occasion, the SEC has brought an enforcement action against a registrant for refusing to produce, or unreasonably delaying the production of, records that are subject to its inspection powers.

Third, cooperate with the SEC. During an inspection, a registrant is only required to produce the records that are described in the SEC's rules as subject to its inspection powers. A registrant is not required to talk to the inspection staff or to answer any of their questions. In most cases, however, it is exceedingly foolish to limit the SEC inspectors to the required records. If the inspection staff believes that other records must be reviewed, or that personnel of the registrant must be questioned about certain records, they can simply refer the matter to the SEC's enforcement attorneys, who, in appropriate cases, can subpoena the information sought. Refusing to produce records or to answer questions may only serve to engender suspicion and transform an inspection into an enforcement matter.

In certain circumstances, however, it is entirely appropriate, and even essential, to refuse to provide information requested by the inspection staff. For example, a registrant should preserve all applicable privileges, including the attorney-client privilege. In addition, certain highly sensitive personal information does not belong in a government file that could be obtained, through a Freedom of Information Act request, by the press or competitors. When the inspection staff requests information that should appropriately be withheld, it is wise to request a meeting with the senior inspection staff to explain why the requested information should not be produced.

Finally, don't fight over details. A registrant that flatly refuses to make minor changes in response to a deficiency letter may find itself under investigation by the SEC's enforcement attorneys.

End the Inspection Quickly 

Because of the complexity of the Investment Company Act and the Advisers Act, if the inspection staff continues an inspection long enough, it is likely to find some violations by the registrant. As a general rule, the longer the inspection staff stays at a registrant, the more violations they are likely to find. Because of this, a registrant should take every step to conclude the inspection as quickly as possible. This can be done in several ways.

First, produce requested information quickly. The longer the SEC staff waits at a registrant for requested information, the more opportunity they have to observe irregularities in the information they have already received or to think of new areas of possible inquiry. Correspondingly, quick and complete production of requested information gets the SEC staff out of the registrant's office, and on to another inspection, more quickly.

Second, give the SEC staff proper facilities. Many registrants crowd SEC inspectors into small rooms without electrical outlets or telephones and refuse to copy requested records. These techniques only make it more difficult for the SEC staff to conclude their work and thereby prolong the inspection. They also unnecessarily annoy the SEC staff.

Finally, pre-review of requested records must be quick. Many registrants require that counsel review any information before it is submitted to the SEC staff. This procedure is entirely appropriate, but must be performed expeditiously so that the inspection is not delayed.

Do Not Lie To The SEC 

A provision of the federal criminal code broadly prohibits false statements to the SEC staff and other federal officers.19 This provision applies to oral statements as well as written representations,20 and also applies to unsworn oral statements.21 In the Second Circuit, the elements of a violation of this criminal provision are the following:

the defendant (1) knowingly and willfully (2) made a statement (3) in relation to a matter within the jurisdiction of a department or agency of the United States, (4) with knowledge that it was false or fictitious and fraudulent.22 

In other circuits, materiality is an essential element of a violation of this criminal provision.23 Courts have interpreted the jurisdictional requirement broadly, holding that "[a]n agency has jurisdiction within the meaning of the statute when it has authority to act upon the information."24 

Based on these precedents, it would appear that a registrant's personnel can be criminally prosecuted for making false statements or providing false documents to SEC inspectors. To guard against this possibility, the following precautions should be observed.

First, to repeat, be scrupulously honest with the SEC. A serious regulatory problem will only become more serious if personnel of the registrant lie to the SEC.

Second, as noted above, keep a record of information provided to the SEC. Sometimes, misunderstandings arise between the SEC staff and a registrant over what the SEC was told during an inspection. It is important for the registrant to keep a record of all information, including any oral statements to the SEC staff, so that the registrant can credibly rebut any claims that it misled the SEC staff. Such record-keeping is facilitated by designating one contact person at the registrant to review and to respond to all requests from the SEC staff.

Third, keep promises made to the SEC. Registrants frequently promise to take corrective action in response to deficiency letters and then fail to take the promised action. As noted above, the SEC saves all responses to deficiency letters and reviews these responses before it conducts an inspection. If a registrant failed to take the corrective action it promised to take, this can lead to an impression that the registrant is uninterested in compliance and is intentionally violating the law.

The SEC recently has taken enforcement action against investment advisers and their principals who failed to correct the same deficiencies uncovered by the Commission’s examination staff in consecutive examinations, even in the absence of identifiable harm to clients. These actions include:

In the Matter of Gofen and Glossberg, Inc., Advisers Act Rel. No. 1400 (Jan. 11, 1994) (custody violations);

In the Matter of Howard M. Borris & Co., Inc., et al., Advisers Act Rel. No. 1460 (Jan. 9, 1995) (books and records, custody and reporting violations);

In the Matter of Louis E. Sharp, Exchange Act Rel. No. 35215 (Jan. 11, 1995) (books and records, reporting and cash solicitation rule violations); and

In the Matter of Stephen C. Schulmerich, et al., Advisers Act Rel. No. 1358 (Jan. 4, 1995) (books and records and reporting violations).

Preserve Confidentiality 

Information that is produced to the SEC frequently contains extremely sensitive business information such as client names, investment strategies, or salaries of key employees. Once this information is placed in the SEC's files, it is subject to disclosure to numerous sources, including production to the registrant's competitors or the press, pursuant to the FOIA. In spite of this, registrants frequently neglect to take steps to protect the confidentiality of highly sensitive information provided to the SEC, although procedures exist for doing so.

First, request confidential treatment under the FOIA. An SEC release25 sets forth procedures for requesting confidential treatment of information provided to the SEC. In general, these procedures help to ensure that the person who submits the documents has an opportunity to oppose a FOIA request for the documents. These procedures should be followed with respect to documents submitted to the SEC during an inspection.

Second, request in writing the return of documents. The SEC retains certain documents produced during the inspection. However, the SEC frequently does not need to retain all information obtained during the inspection because much of this information is not needed to document their findings. Thus, the SEC may be willing to return some documents. This is beneficial because documents that are no longer in the SEC's possession cannot be produced by the SEC to third parties.

THE NEED FOR A COMPLIANCE PROGRAM 

Statutory Obligation to Supervise

Section 203(e)(6) of the Advisers Act permits the SEC to sanction an adviser, or an associated person of an adviser, if the person “has failed reasonably to supervise, with a view to preventing violations of the provisions of such statutes, rules, and regulations, another person who commits such a violation, if such person is subject to his supervision. For purposes of this paragraph, no person shall be deemed to have failed reasonably to supervise another person if (1) there have been established procedures, and a system for applying such procedures, which would reasonably be expected to prevent and detect, insofar as practicable, any such violation by such other person; and (2) such person has reasonably discharged the duties and obligations incumbent upon him by reason of such procedures and system without reasonable cause to believe that such procedures and system were not being complied with.” An adviser’s duty to supervise is “comparable to the duty to supervise imposed on broker-dealers.” 26

This statutory obligation to supervise is different from theories of secondary liability based on a person’s participation in culpable conduct. For example, a person or firm can be held liable for causing or aiding and abetting another’s violations if the person or firm substantially assisted the primary violator and acted with the requisite scienter. Liability for failure to supervise is not predicated on this type of direct involvement in another’s wrongs.

Control Person Liability and Liability in SEC Actions

The Securities Act of 193327, the Securities Exchange Act of 1934, as amended (“Exchange Act”)28, and the Investment Company Act29 all impose liability on a person who controls another person. However, this liability is subject to a good faith defense, which can be established by showing that an adequate compliance system is in place. As one court observed, “[t]he controlling inquiry is whether or not sufficient precautionary measures were taken to prevent the type of loss which in fact occurred.”30 A firm can satisfy the good faith defense to control person liability by establishing an adequate system of supervision of its employees.31 

In addition, an effective compliance program can protect the firm from liability in an SEC proceeding. Since the SEC frequently must prove scienter to obtain injunctive relief against the firm,32 an adequate program of supervision can be asserted as a defense in an SEC injunctive action. Thus, if the firm has implemented procedures to prevent violative conduct by its employees, the firm may not be held liable for such conduct.33  However, if any employee was not adequately supervised, the firm can be sanctioned in an action brought by the SEC.34 

Special Statutory Obligations to Supervise

The 1988 Insider Trading Act expressly requires investment advisers to "establish, maintain and enforce written policies and procedures reasonably designed, taking into consideration the nature of such [firm's] business, to prevent the misuse . . . of material, nonpublic information by [the firm] or any person associated with it." A firm must "vigilantly review, update and enforce" such procedures35 or it may be subject to liability in an action brought by the SEC. It is a violation of the Act to fail to adopt written procedures and to enforce them, even if the firm's employees do not engage in insider trading.36 The procedures required by the Act apply to any misuse of material nonpublic information. The Act is "intended to be broad enough to include market abuses such as . . . 'scalping' by investment advisers and 'frontrunning' by broker-dealers." 37

In addition, the 1988 Insider Trading Act permits the SEC to bring an action against any "person who, at the time of the violation, directly or indirectly controlled the person who committed" the insider trading violation.38 The SEC can recover the greater of $1 million or three times the profit gained or loss avoided as a result of the controlled person's violation.39 “Controlling person may include not only employers, but any person with power to influence or control the direction or the management, policies, or activities of another person.”40 In such an action, the SEC must prove, for persons other than broker-dealers and investment advisers, that the controlling person recklessly41 disregarded the fact that the controlled person was "likely to engage" in insider trading and failed to take "appropriate steps" to prevent the violation. With respect to investment advisers, the SEC need only establish that the firm failed to establish, maintain and enforce written policies and procedures "reasonably designed" to prevent the misuse of material nonpublic information and that this failure "substantially contributed to or permitted" the insider trading.42 

In addition, Rule 17j-1 under the Investment Company Act requires an investment company to establish procedures to regulate personal trading by persons with access to information about the investment company’s trading.

Directors’ Duty of Care

In 1996, the Delaware Chancery Court stated that a directors’ duty of care requires that the directors establish appropriate compliance systems within the firm.43 Prior to this decision, it had generally been recognized that “absent cause for suspicion there is no duty upon the directors to install and operate a corporate system of espionage to ferret out wrongdoing which they have no reason to suspect exists.”44  In reversing this view, the Chancery Court stated that:

“it is important that the board exercise a good faith judgment that the corporation’s information and reporting system is in concept and design adequate to assure the board that appropriate information will come to its attention in a timely manner as a matter of ordinary operations, so that it may satisfy its responsibilities. . . . a director’s obligation includes a duty to attempt in good faith to assure that a corporate information and reporting system, which the board concludes is adequate, exists, and that failure to do so under the some circumstances may, in theory at least, render a director liable for losses caused by noncompliance with applicable legal standards.”45 

The SEC has recently imposed a similar duty upon directors to create an appropriate compliance system to ensure that SEC disclosure documents are properly prepared. For example, where a public company filed a misleading proxy statement, the SEC criticized the conduct of the directors because they had failed to establish an appropriate compliance system for preparing public filings: 

“An officer or director can rely upon the company’s procedures for determining what disclosure is required only if he or she has a reasonable basis for believing that those procedures have resulted in full consideration of those issues. . . . Procedures or mechanisms established to identify and address disclosure issues are effective only if individuals in positions to affect the disclosure process are vigilant in exercising their responsibilities.”46 

Federal Sentencing Guidelines

Chapter 8 of the United States Sentencing Guidelines (“Guidelines”) sets forth the guidelines for imposing criminal penalties on organizations. Under the Guidelines, the penalties imposed on an organization can be reduced if the organization adopted an “effective program to prevent and detect violations of law.” 47

Business Considerations

The good reputation of an adviser is essential to its success. In an advisory relationship, the client entrusts its money to the adviser. Such trust presupposes that the client views the adviser as competent and ethical. Compliance violations can undermine the view of the client, or potential client, that the adviser is competent and trustworthy. Such an erosion of an adviser’s reputation can easily damage its business.

ELEMENTS OF A SUCCESSFUL COMPLIANCE PROGRAM

Federal Sentencing Guidelines

Under the Guidelines, an effective compliance program “means a program that has been reasonably designed, implemented, and enforced so that it generally will be effective in preventing and detecting criminal conduct. . . . The hallmark of an effective program to prevent and detect violations of law is that the organization exercised due diligence in seeking to prevent and detect criminal conduct by its employees and other agents.”48 According to the Guidelines, seven elements evidence an effective compliance program:

The organization must have established compliance standards and procedures to be followed by its employees and other agents that are reasonably capable of reducing the prospects of criminal conduct.

Specific individual(s) within high-level personnel of the organization must have been assigned overall responsibility to oversee compliance with such standards and procedures.

The organization must have used due care not to delegate substantial discretionary authority to individuals whom the organization knew, or should have known through the exercise of due diligence, had a propensity to engage in illegal activities.

The organization must have taken steps to communicate effectively its standards and procedures to all employees and other agents, i.e., by requiring participation in training programs or by disseminating publications that explain in a practical manner what is required.

The organization must have taken steps to achieve compliance with its standards, i.e., by utilizing monitoring and auditing systems reasonably designed to detect criminal conduct by its employees and other agents and by having in place and publicizing a reporting system whereby employees and other agents could report criminal conduct by others within the organization without fear of retribution.

The standards must have been consistently enforced through appropriate disciplinary mechanisms, including as appropriate, discipline of individuals responsible for the failure to detect an offense. Adequate discipline of individuals responsible for an offense is a necessary component of enforcement; however, the form of discipline that will be appropriate will be case specific.

After an offense has been detected, the organization must have taken all reasonable steps to respond appropriately to the offense and to prevent further similar offenses – including any necessary modifications to its program to prevent and detect violations of law. 49

SEC Guidance

In conducting smart examinations, OCIE’s Director has indicated that the following questions will be asked: 50

“Is a system of compliance procedures in place and operating?”

“Is the compliance system working as designed?”

“Are exceptions and problems identified and resolved promptly?”

“Are your procedures in writing and made available to all appropriate personnel?”

“Are compliance officers and staff trained in implementing the procedures?”

“Are remedial actions fully documented?”

Elements of a Successful Compliance Program

A number of elements of an effective compliance program can be distilled from the above guidance. 

Hire good people and train them. Competent, well intentioned, and well trained employees are likely to seek to adhere to firm procedures. Thus, it is important to screen employees before they are hired to detect persons with a propensity for engaging in improper activities.

In addition, employees cannot be expected to adhere to firm procedures and legal requirements unless they are aware of those requirements. Thus, employees should be trained in compliance issues when they are hired. A program of continuing education is also necessary to alert employees to changes in firm procedures or regulatory requirements and to remind them of key compliance issues.

Establish written compliance procedures. Although an adviser is not required to establish written compliance procedures, except with respect to insider trading and personal trading in connection with investment companies, comprehensive written procedures enhance the control environment and remove the possibility of confusion concerning the proper procedures to be followed.

Clearly assign compliance responsibilities to people with the power to discharge those responsibilities. The law requires that each employee of an adviser be supervised. Thus, it is important for each employee to be assigned a supervisor, and for that supervisor to have the authority to exercise his or her supervisory obligations. Sometimes, it may be difficult to determine whether one person supervises another. As the SEC has acknowledged, [“[e]mployees of brokerage firms who have legal or compliance responsibilities do not become ‘supervisors’ . . . solely because they occupy those positions. Rather, determining if a particular person is a ‘supervisor’ depends on whether, under the facts and circumstances of a particular case, that person has a requisite degree of responsibility, ability or authority to affect the conduct of the employee whose behavior is at issue.”51 The hallmark of a supervisory relationship is “the power to hire, fire, reward and punish.” 52

Test for violations. Three testing procedures are recommended. First, an appropriate system of exception reporting should be developed. Such a system provides an independent verification that existing compliance procedures are being followed. Given the complexity of advisory regulations, a system for detecting the inevitable violations of these regulations is essential. Second, a mechanism should be created to permit employees to report possible violations without being subject to punishment.53 Third, employees should be required periodically to certify that they are in compliance with relevant firm procedures and are unaware of violations of those procedures by others. Although employee certifications alone cannot constitute an appropriate system of compliance, it is relatively easy and prudent periodically to ask employees whether violations of law are present.

Respond to red flags and learn from mistakes. Many of the most serious failure to supervise cases involve situations in which warnings of possible violative conduct are not properly investigated. The SEC has made clear that such warnings must be diligently investigated:

Even where the knowledge of supervisors is limited to “red flags” or “suggestions” of irregularity, they cannot discharge their supervisory obligations simply by relying on the unverified representations of employees. Instead, . . . “[t]here must be adequate follow-up and review when a firm’s own procedures detect irregularities or unusual trading activity.” . . . Moreover, if more than one supervisor is involved in considering the actions to be taken in response to possible misconduct, there must be a clear assignment of those responsibilities to specific individuals within the firm. 54

Thus, whenever warnings of possible violative conduct are present, supervisors must conduct an appropriate investigation.55

It is also important to respond to past violations appropriately. This means that the individuals responsible for violations should be punished and the firm should review its compliance procedures to determine whether changes to those procedures could prevent a recurrence of the violation.

CONCLUSION OF THE INSPECTION

Prior to the creation of OCIE, there was no set procedure for providing notice when an inspection was completed. In some cases, many months would elapse after the field work was completed before a registration received a deficiency letter. There was no predictable period after the inspection was completed when the deficiency letter could be expected. In addition, if the inspection did not uncover any violations of law, the SEC staff usually would provide no notice whatsoever to the registrant.

These practices have been changed. All inspections should now be completed within ninety days of the completion of the field work, which is the last day the registrant sees the SEC staff in its offices. In addition, when no violations are detected during the inspection, the SEC staff will now send a letter advising the registrant of this fact.
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